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#328: Minecraft Safety Alert: “Weedhack” Malware

[image: ]Minecraft remains one of the most popular games for children, but a new online threat known as “Weedhack” malware is targeting young players. Discovered by cybersecurity researchers in early 2026, this malware spreads by disguising itself as free Minecraft mods, cheats, or “cracked” versions of the game, often promoted through YouTube videos and search results.
What makes this threat particularly concerning is its impact beyond gaming. Once installed, it can steal passwords, access accounts, capture screenshots, and even allow remote control of a device. In more serious cases, attackers have used it to activate webcams, spy on children, and engage in online harassment.
This campaign is especially aimed at younger users who may be searching for free enhancements to customise their gameplay. Because the tools are easy to access and widely shared, some perpetrators are also teenagers, increasing the risk of peer‑to‑peer harm.
What parents should look out for:
· Unusual account activity or login alerts
· Devices running slowly or behaving strangely
· Webcam lights turning on unexpectedly
· Sudden changes in a child’s mood or online behaviour

Practical steps to stay safe:

· Only download Minecraft and add‑ons from trusted sources (e.g. official sites or reputable mod platforms)
· Enable two‑factor authentication on accounts
· Keep devices updated with active security software
· Use standard (non‑admin) accounts for children
· Consider covering webcams when not in use
If you suspect a device is infected, disconnect it from the internet, run a security scan, and change passwords from a separate, safe device.
Have a wonderful weekend.
Brian Taylor
Vice Principal, Technology for Learning
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